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Cybersecurity and Infrastructure Security Agency
Integrated Operations Division

Situation Report
COVID-19 - Worldwide - 03-25-20 (Update 25) | (INC10276272)

Date As Of: 03/25/2020 04:56:00 Sitrep Update #: 24

Incident Start Time: 02/28/2020
Incident End Time: Ongoing

Impacted Sectors: Commercial Facilities, (Outdoor
Events), (Public Assembly), Financial Services, Food and
Agriculture, Government Facilities, (Educational
Facilities), Healthcare and Public Health, Information
Technology, Transportation Systems, (Aviation), (Highway
and Motor Carrier), (Maritime Transportation Systems),
(Mass Transit and Passenger Rail), Water and
\Wastewater systems

Interagency Coordination: Internal and external
partners

Incident Location: Worldwide

Reported Cause of Incident: COVID-19

On Scene Agencies: N/A

Source of Information: Centers for Disease Control and
Owner/Operator(s) Involved: N/A Prevention (CDC), World Health Organization (WHO),
CISA Regions

Incident Summary:

The Cybersecurity and Infrastructure Security Agency (CISA) continues to monitor the evolving Coronavirus Disease,
also known as COVID-19, situation closely. CISA is taking part in interagency and industry coordination calls, and
working with critical infrastructure partners to prepare for possible disruptions to critical infrastructure that may stem
from widespread illness, should the virus take hold in the U.S.

Cybersecurity Considerations — Several states report continuing cyber disruptions, including in school systems. An
increasing trend is anticipated due in part to an increase in teleworking.

As of 0300 ET 25 Mar, FEMA reports there are approximately 332,930 cases and 14,510 deaths worldwide. In the
US there are approximately 44,467 cases and 550 deaths.

KEY POINTS:

* At least 18 states have issued a “Stay at Home Order” affecting approximately 158 million Americans

* The International Olympic Committee (IOC) postponed the 2020 Tokyo Olympics to the summer of 2021

* Major U.S. airlines are drafting plans for a potential voluntary shutdown of nearly all passenger flights across the
country

* The American Red Cross now faces a severe blood shortage due to an unprecedented number of blood drive
cancellations

* The White House’s coronavirus response coordinator stated anyone who recently left New York should self-
guarantine for 14 days

* New York’s governor announced cases within the state are doubling every three days
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CRITICAL INFRASTRUCTURE IMPACTS
CHEMICAL

In Region X, all CFATS compliance inspections scheduled during the next two weeks are delayed 60 days.

COMMERCIAL FACILITIES

(Public Assembly)

Vermont and Florida issued stay-at-home orders, which includes the closure of all non-essential businesses.
Birmingham, Alabama issued a shelter-in-place order beginning 24 Mar.

Several states throughout Region IV have issued orders closing non-essential businesses and advising citizens to
stay at home

COMMUNICATIONS

Verizon systems throughout Wyoming are experiencing widespread outages and overloads due to increased
streaming on cell phones, creating difficulties for emergency management coordinators. Wyoming Public Service
Commission has been in touch with the provider regarding the issue.

GOVERNMENT FACILITIES

Most states throughout Region IV have instituted some level of K-12 and higher education school closure across the
region and have transitioned to online/distance learning.

HEALTHCARE AND PUBLIC HEALTH

The governor of New Jersey signed Executive Order No. 109 which cancels all elective surgery until further notice.

National Guard Bureau (NGB) is in 32 states providing support for medical testing, assessments, logistics, planners,
and liaison officers.

New York: hospital beds are at 79% capacity in NYC - expected to be at full capacity 4/1. NYC ICU beds at 83%
capacity and expected to be at full capacity 3/27; One hospital at 100%; 10 Hospital ICUs at 100% capacity

NYPD will enforce prohibition of large gatherings in the city, including parks, and there will be penalties.

TRANSPORTATION SYSTEMS
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(Aviation)

Major U.S. airlines are drafting plans for a mass shutdown of all domestic passenger flights.

Majority of international flights have been cancelled; domestic flights have been cut back by 40%.

Eleven air traffic control centers have been affected after personnel tested positive for COVID-19, contributing to
closures and flight delays.

Puerto Rico / United States Virgin Islands: National Guard assisting with airport screenings.

The Florida Governor issued Executive Order 20-80, which outlines restrictions for inbound flights to Florida from the
New York Tri-State Area (Connecticut/New Jersey/New York).

(Highway and Motor Carrier)

Florida DOT is coordinating with USDOT, the Florida Trucking Association, the Florida Department of Highway Safety
and Motor Vehicles and the Florida Highway Patrol to help mitigate the impacts on the transportation and logistics
industries.

Pursuant to Executive Order 20-52 issued by the Florida governor, commercial truck hours of service regulations and
other related regulations were waived so that emergency supplies, equipment, commodities and resources can be
moved more quickly and efficiently throughout the state of FL.

(Mass Transit and Passenger Rail)

The Washington Metropolitan Area Transit Authority (WMATA) will close 19 stations in an effort to protect its
employees from potential exposure to the COVID-19 virus and keep the system running: Federal Center SW,
Federal Triangle, Mt Vernon Square, Judiciary Square, Archives, Greenshoro, Eisenhower Ave, Virginia Square, and
Cleveland Park.

ACTIVATIONS AND DECLARATIONS
FL, TX, and NJ declared Major Disasters.

WARNING: Information in this report is [HeISO AN Recipients may only share TLP:GREEN information
with peers and partner organizations within their sector or community, but not via publicly accessible channels. This
information may be circulated widely within a particular community but may not be released outside of the community,
consistent with both the DHS policy relating to safeguarding FOUO information (link here) and with the Traffic Light
Protocol, http://www.us-cert.gov/tlp. Information in this report is not customarily in the public domain and may be
exempt from public release under the Freedom of Information Act (5 U.S.C. § 552). Further, this section may contain
or be based upon commercial or financial information, which is privileged or confidential, law enforcement sensitive,
or deliberative/pre-decisional material. DHS personnel are reminded of their obligations under DHS Form 11000-6,
Non-Disclosure Agreement. Further dissemination of any of the information contained in this REPORT requires
express consent from the CIOCC.
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